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NO.1 In the troubleshooting process, which of the following steps help identify the problem? (Select
TWO).

A. Provide additional training

B. Capture logs

C. Implement preventative measures

D. Document the findings and outcomes

E. Identify symptoms

Answer: B,E

NO.2 Joe, an employee, contacts the database administrator about an issue with a local database on
his hard drive. Which of the following questions would be MOST helpful in determining the next step
in troubleshooting?

A. What is the state of the database service?

B. What is the error message being received?

C. Is there a connection to the Internet?

D. What is the password being used to access the database?

Answer: B

NO.3 Which of the following encryption methods will be the BEST way to secure the company
wireless network?

A. WAP

B. WPA-TKIP

C. WEP

D. WPA2/CCMP

Answer: D

NO.4 Ann, a user, wants to configure the email client on her newly purchased mobile device. Ann
wants to ensure that the phone email client and the email server stay synchronized at all times, and
that offline changes to the read status of an email will be synchronized once the phone is online.
Which of the following should she configure?

A. IMAP

B. SSMTP

C. POP

D. SMTP

Answer: A

NO.5 Which of the following technologies is considered PAN?
A. HSPA+

B. Bluetooth

C. Edge

D. IR

Answer: B
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NO.6 Ann, a user, is unable to access new applications that are assigned to her department in the
corporate application store. Which of the following is the MOST likely cause?

A. VPN issues

B. Incorrect user group

C. Certificate problem

D. Poor network connectivity

Answer: B

NO.7 Which of the following topologies should an engineer consider when designing a wireless LAN?
A. Bus

B. Star

C. Mesh

D. Token ring

Answer: C

NO.8 Joe, a mobile user, claims he is unable to connect to resources on the WiFi network. Joe has a
good signal and an IP address assigned to his device. Which of the following is the BEST
troubleshooting technique that the administrator can take?

A. Verify that Joe is able to connect to the cellular network.

B. Verify that Joe is logged on to the network.

C. Check the IP address to ensure it is in the correct range.

D. Check the MAC address of the device.

Answer: C

NO.9 An organization is concerned with employees using cellular data in excess of the established
usage thresholds. Which of the following would be BEST for the organization to implement?

A. Application metering

B. Data capture

C. Telecom expense management

D. Carrier billing

Answer: C

NO.10 Which of the following is a characteristic of 802.11a?
A. 802.11a uses dual band.

B. 802.11a is unable to stream video.

C. 802.11a uses 5 GHz.

D. 802.11a uses 2.4 GHz.

Answer: C

NO.11 An organization needs to configure and deploy dozens of new mobile devices at a central
location for use at various off-site locations. Which of the following deployment methods should the
organization implement?

A. Image and deploy
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B. Server push of applications
C. Mandatory Access Control

D. Remote control of devices

Answer: A

NO.12 Which of the following should MOST likely be used at corporate headquarters to secure
transmission between a mobile device and a wireless access point?

A. VPN

B. SSL

C. WPA2

D. TLS

Answer: C

NO.13 The mobility team has been tasked with placing Wi-Fi access points in a conference room.
They have been provided with a floor plan by the building architect. Which of the following are
components of a predictive wireless audit? (Select TWO).

A. Oscilloscope

B. Spectrum analysis

C. Distance to nearest cellular tower

D. Construction materials used in the walls

E. Time Domain Reflectometer

Answer: B,D

NO.14 HTTP is run over which of the following ports? (Select TWO).
A. 25

B. 80

C. 110

D. 443

E. 8080

Answer: B,E

NO.15 Given an enterprise WLAN deployment, which of the following access point types is BEST to
use?

A. SOHO

B. Point-to-point

C. Point-to-multipoint

D. Lightweight

Answer: D
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